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Standing
up for UK
citizens
But enforcement will be
proportionate and, as it
is now, a last resort
BY ELIZABETH DENHAM
On 25 May, the General Data Protection Regulation comes into effect. It is
the beginning of something new, but it
is an evolution of what’s gone before.
It builds on what was good about the
Data Protection Act and brings it in
line with our 21st century world. The
GDPR rebalances the relationship
between individuals and organisations.
It gives greater control to people
about how their data is used, and it
compels organisations to be transparent and account for their actions.
Those organisations that thrive under
the new rules will see the GDPR as an
opportunity to commit to data protection and embed it in their policies,
processes and people.
Those that merely comply, that
treat the GDPR as another box-ticking
exercise, miss the point. And they miss
a trick. Because this is about restoring
trust and confidence. Only one in five
people in the UK trust organisations to
look after their data. That’s not good
enough. GDPR is an opportunity to
reset the equilibrium.
BUT IT IS JUST one part of reform.
The UK Government’s Data Protection Bill brings the GDPR into UK law
and tackles some of the details over
which we have discretion. Add the law
enforcement directive, which sets out
how we’ll tackle crime across borders,
the NIS directive, which sets out
reporting rules for organisations that
suffer a cyber-attack, and the e-privacy
directive, which sets the rules for direct
marketing via phone, text and email.
That’s quite a substantial suite of
data protection changes.

All rights reserved. Neither this publication
or part of it may be stored, reproduced or
transmitted, electronically, photocopied or
recorded without
prior permission of the Publisher. Heathrow
is published and exclusively distributed in The
Times Scotland.
We verify information to the best of our ability
but do not accept responsibility for any loss for
reliance on any content published. If you wish
to contact us, please include your full name
and address with a contact telephone number.

My office is working in a new age of
data protection; where the UK Government and others around the globe have
recognised that personal data is the fuel
that powers so much of what makes our
economy, our home life, our public services function. The UK is a leader in data
protection and the Government has
made clear its intention that we retain
our world-class status as well as making
the UK the safest place to be online.
Sometimes when I speak to the
private sector, I can sense the panic,
but also the incentive to get it right.
So many businesses feel like they are
starting from scratch – it’s one of the
reasons why we’ve set up helplines and
targeted resources to help them prepare. Sometimes when I speak to the
public sector, I can sense complacency.
Because they know data protection. It’s
been part of the furniture for years.
NOW IT’S TIME to redecorate; this is
a critical time to refresh policies and
processes, to upgrade staff training and
revisit the approach to data protection.
The tone has to come from the top.
This is about commitment over compliance. It is up to boards and leadership
teams to foster a culture of transparency and accountability as to how the
use personal data.
The new legislation creates an onus
on organisations to understand the
risks that they create for others, and to
mitigate those risks. It’s about moving
away from the paperwork of privacy,
and instead, working on a framework
that can be used to build a culture of
privacy that pervades your entire organisation. Putting people in the centre of
the design of services, and particularly
in the adoption of new technologies.
The GDPR mandates organisations
to put into place comprehensive but
proportionate governance measures.
Good practice tools that the ICO has
championed for a long time - such as

“Data protection
is a critical part
of ensuring
companies and
organisations have
the social license to
innovate”
Elizabeth Denham, UK
Information Commissioner
data protection impact assessments
and privacy by design – are now legally
required in certain circumstances.
Think of the true cost of a cyber
breach, for example. It will cost money,
but it will also cost reputation, trust, social licence. This is collateral damage.
Yet most cyber breaches and attacks
are preventable. The high-profile
attacks on TalkTalk and Carphone
Warehouse would not have happened
if they had put rudimentary protections in place. And if NHS systems had
been up to date, they would have been
protected from Wannacry.
The ICO is a risk-based, proportionate regulator. Yes, the GDPR gives me
greater sanctions and tools for those
that flout the law – those that play fast
and loose with the personal data that’s
been entrusted to them. Yes, enforcement is there – but it comes after
education, engagement and empow-

erment. If I am to achieve my aim of
improving public confidence in the way
their personal data is handled, then I
have to take defensive action. Prevention is better than cure.
WE’VE PROVIDED a whole suite of

resources on our website – guidance,
checklists, sector-specific FAQs – to
help navigate through the new law.
And we offer more than the written
word. We run voluntary audits to check
if organisations are on the right track
and to identify weaknesses or red flags
before they cause real problems. No
strings and it’s free. And we’re developing a so-called sandbox, a safe place for
companies and public bodies to test the
data durability of their innovations.
You can expect that the ICO will
uphold the law and that I will stand up
for the rights of UK citizens. But if companies and organisations self-report a
breach, engage with us to resolve issues,
can demonstrate effective accountability
arrangements, they will find us to be
fair. Enforcement will be proportionate
and, as it is now, a last resort.
Data protection is a critical part of ensuring companies and organisations have
the social license to innovate with data.
Extensive guidance and advice on the
GDPR is available at www.ico.org.uk
Elizabeth Denham is the UK Information Commissioner. This article is based
on her speech earlier this month to the
Association of Chief Executives and
Public Chairs’ Forum.
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The introduction of the GDPR, giving
individuals unprecedented insight into,
and control of, how their data is being
used coincides with a surge in technologies that consumers willingly empower
with personal information, points out
Joanna Boag-Thomson, a Partner at law
firm Shepherd and Wedderburn.
“With GDPR approaching, on the
one hand you have rising concern
among people about what data is
being held by companies and organisations, and how it is being processed,”
she said, “and on the other hand you

have sales of devices like Amazon’s
Echo skyrocketing. It suggests some
anomalies in consumer behaviour, but
certainly GDPR is very well-timed to
coincide with this technology.”
Awareness among individuals of
their rights around data is rising,
according to the Information Commissioner’s Office (ICO), and it attributes
this in part to publicity around GDPR.
Between October and December last
year, there were 815 reported data security incidents – a 19% increase on the
previous quarter, and a 41% increase
on the same period in 2016.
“We believe this increase was pos-

sibly due to increased awareness of the
GDPR,” said an ICO spokesperson, and
the launch of our new personal data
breach helpline.” Business, education,
and local government were the sectors
with the most reported incidents.
Boag-Thomson anticipates that
the requirement on companies and
organisations to revamp their privacy
notices will similarly result in increased
awareness among the public about
how their data is being used.
The notices will include details of
the organisation as data controller and
the name of its data protection officer,
who the data is being shared with, how

long it will be kept for, if any automated decision-making, for example
profiling, is being used, whether data is
being processed outside the European
Union, and if so what protections are in
place to safeguard the data.
“From May 25, you’ll be able to look
and say: ‘Oh, that’s what they are using
my data for’,” said Boag-Thomson. “So,
people will get transparency and be
empowered by specific rights, such as
‘the right to be forgotten, the right to
stop processing, and the right to data
portability’.”
Look on the bright side, page 7
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Counting down to 25 May
Public authorities are
focussed on readiness,
says Anderson
Strathern’s data
protection expert
BY WILLIAM PEAKIN
Many public authorities are well on the
path to readiness for the introduction
of the General Data Protection Regulation on 25 May, according to Fiona Killen, a partner at Anderson Strathern
specialising in data protection, who
works with a team of other data protection specialists at Anderson Strathern
advising a range of organisations on
compliance with data protection law.
“We are seeing a number of public
authorities who are well positioned to
be ready by May,” said Fiona Killen.
“They have been doing information
audits, developing information asset
registers, and they have been looking at
their privacy notices to ensure they can
comply with fair processing requirements. We have also been involved in
reviewing and revising a significant
number of data sharing and data processing agreements for public bodies
who share data with third parties.”
One of the challenges is that, under

the GDPR, public authorities can no
longer rely on ‘legitimate interests’ as
a legal basis for processing data where
they are doing so in the performance of
their public authority tasks. “So, part of
the work in preparing for its introduction has been in identifying what legal
basis a public authority is going to rely
on for the different purposes of processing data. They need to maintain a clear

“Where we are
seeing good practice
is among data
controllers who
have grasped this
as an opportunity to
address how much
personal data they
need to hold and
what they do with it.”
Fiona Killen

audit trail of decision making in relation
to their legal basis for processing.”
Staff training is a key element of
being ready, she said, from public
facing personnel, to legal teams, right
through to board level. Public authorities are required to appoint a data
protection officer under the GDPR. “In
some cases, they have been able to do
that based on internal expertise,” said
Killen. “Others may recruit, and some
authorities are looking at a shared
service provision.”
Whichever way public authorities
decide to achieve compliance with the
GDPR, they will need to ensure responsiveness in dealing with subject access
requests and in meeting other new individual rights, such as the right to erasure. The timescale for data controllers
to deal with subject access requests has
been reduced in most cases from 40
calendar days to just one month, and
the statutory £10 charge for processing
a request will be abolished.
These factors, combined with the
degree of publicity around introduction of the GDPR, could result in more
requests having to be dealt with by data
controllers within a shorter time-period.
“It underlines the importance of data
controllers doing a good information
audit, having a sound asset register on
what they hold, where they hold it, why
they process it, and who it relates to,”

said Killen. “All these things will help
them comply with the enhanced rights
for individuals. If you don’t know what
you hold or what you are processing in
relation to someone, then at the point
they exercise one of their individual
rights in respect of that data, it’s obviously going to be difficult to turn that
round in the timescale set out.”
The requirements around fairness –
telling people what is being done with
their data – will add to public awareness
and increase the possibility of requests.

“Where we are seeing good practice
is among organisations who have
grasped this as an opportunity to
address how much personal data they
need to hold and what they are doing
with it,” said Killen. “It’s a form of
housekeeping, an opportunity for good
records management, the recognition
that, although they hold data, it is the
personal data of the individuals and
what those organisations do with it
could have a direct impact on those
individuals.”

GDPR’S PROCESSING PRINCIPLES
AND INDIVIDUAL RIGHTS
l According to the GDPR, personal data
must be processed in accordance with
the principles of lawfulness, fairness
and transparency.
l Data must be collected for specified,
explicit and legitimate purposes and not
further processed in a manner that is
incompatible to those purposes.
l A data controller or a data processor
must also make sure to respect
the principle of data minimisation,
meaning that personal data “shall be
adequate, relevant and limited to what is
necessary in relation to the purposes for
which they were processed”.

l Personal data must be accurate and,
where necessary, kept up to date.
l Storage limitation, integrity, and
confidentiality have to be respected.
That is, personal data must be kept in a
form which permits identification of data
subjects for no longer than is necessary
and must be processed in a way that
ensures security of the data.
l The GDPR maintains, “often
reinforces” and further develops the
rights of the individuals, including the right
to information, the right to be forgotten,
the right of restriction of processing, and
the right to data portability.

Don’t go round in circles

GDPR.
We’ll set you straight.

andersonstrathern.co.uk
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Technology’s hottest properties
Wright, Johnston &
Mackenzie expert
signals transformed
status of DPOs

DPO
RESPONSIBILITIES

Microsoft and Airbnb
are among highprofile companies
searching for a data
protection officer

BY WILLIAM PEAKIN
They may not have the cachet of
entrepreneurs, or the geek chic of
developers, but data protection officers
are suddenly the hottest properties in
technology.
When Jen Brown got her first
certification for information privacy in
2006, few companies were looking for
people qualified to manage the legal
and ethical issues related to handling
customer data. But now it’s 2018, companies across the globe are scrambling
to comply with a European law that
represents the biggest shake-up of personal data privacy rules since the birth
of the internet - and Brown’s inbox is
being besieged by recruiters.
“I got into security before anyone
cared about it, and I had a hard time
finding a job,” said the data protection
officer (DPO) of analytics start-up
Sumo Logic, in Redwood City, near
San Francisco. “Suddenly, people are
sitting up and taking notice.”
Brown is among a hitherto rare
breed of workers who are becoming
sought-after commodities in the global
technology industry ahead of the European Union’s General Data Protection
Regulation (GDPR), which goes into
effect in May.
THE LAW IS intended to give European citizens more control over their
online information and applies to all
firms that do business with Europeans.
It requires that all companies whose
core activities include substantial
monitoring or processing of personal
data hire a DPO.
Many companies have already done
so, but recruitment will increase rapidly, said Stephen Grant, a corporate
solicitor with Scottish law firm Wright,
Johnston & Mackenzie LLP. “And the
status of the DPO within a company
or organisation is being transformed,”
Grant added. “While it is a requirement that DPOs have access to the
board, I believe it won’t be long before
they are sitting on boards, alongside
the other senior executives.”
But finding DPOs is not easy. More
than 28,000 will be needed in Europe
and US and as many as 75,000 around
the globe as a result of GDPR, the

International Association of Privacy
Professionals (IAPP) estimates. The
organisation said it did not previously
track DPO figures because, prior to
GDPR, Germany and the Philippines
were the only countries it was aware of
with mandatory DPO laws.
Reuters reported that DPO job listings in Britain on the Indeed job search
site have increased by more than 700%
over the past 18 months, from 12.7 listings per million in April 2016 to 102.7
listings per million in December.
THE NEED FOR DPOs is expected
to be particularly high in any datarich industries, such as tech, digital
marketing, finance, healthcare and
retail. Uber, Twitter, Airbnb, Cloudflare and Experian are advertising for a
DPO, online job advertisements show.
Microsoft, Facebook, Salesforce.com
and Slack are also currently working to
fill the position.
“I would say that I get between
eight and 10 calls a week from recruiters about a role,” said Marc French,
the data protection of Massachusettsbased email management company
Mimecast. “Come January 1st, the
phone calls increased exponentially
because everybody realised, ‘Oh my
god, GDPR is only five months away.’”
GDPR requires that DPOs assist
their companies on data audits for

compliance with privacy laws, train
employees on data privacy and serve
as the point of contact for European
regulators. Other provisions of the law
require that companies make personal
information available to customers on
request, or delete it entirely in some
cases, and report any data breaches
within 72 hours.
On a typical day, French said he
monitors for any guidance updates for
GDPR, meets Mimecast’s engineering

“The status of
the DPO is being
transformed - it
won’t be long before
they are sitting on
boards, alongside
other senior
executives”
Stephen Grant, Wright, Johnston
& Mackenzie LLP

teams to discuss privacy in new product
features, reviews the marketing team’s
data usage requests, works on privacy
policy revisions, and conducts one or
two calls with clients to discuss the company’s position on GDPR and privacy.
“Given that we’re trying to march
to the deadline, I would say that 65%
of my time is focused on GDPR right
now,” said French, who is also a senior
vice president of Mimecast.
THE DEMAND for DPOs has sparked
renewed interest in data privacy training, said Sam Pfeifle, content director
of the International Association of
Privacy Professionals (IAPP), which
introduced a ‘GDPR Ready’ programme last year for aspiring DPOs.
“We already sold out all of our GDPR
training through the first six months
of 2018,” said Pfeifle, adding that the
IAPP saw a surge in new memberships
in 2017, from 24,000 to 36,000.
Those companies who have DPOs,
meanwhile, are braced for poaching.
Many of those firms reside in Germany, which has long required that
most companies that process data designate DPOs. They include Simplaex, a
Berlin ad-targeting startup. “Everyone
is looking for a DPO,” said chief executive Jeffry van Ede. “I need to have
some cash ready for when someone
tries to take mine, so I can keep them.”

Wright, Johnston & Mackenzie LLP

“The European Union’s General Data
Protection Regulation requires that all
entities whose core activities include
substantial monitoring of individuals,
or the large-scale processing of special
categories of data hire a data protection
officer,” says Stephen Grant, of Wright,
Johnston & Mackenzie LLP.
Grant said that the DPOs
responsibilities include:
l Training employees: DPOs will be
tasked with teaching their company’s
employees about how GDPR impacts
them and training them on any
procedures that are necessary for
compliance.
l Monitoring GDPR updates: member
states regulatory bodies (the ICO in
the UK) continue to issue guidance and
clarity surrounding the regulation. DPOs
will be responsible for keeping their
companies informed.
l Data protection impact: GDPR
requires that DPOs assist their
companies on audits of their systems
for compliance with data privacy laws
and carry out data protection impact
assessments where necessary.
l Serving as a liaison: GDPR requires
that a company’s DPO serves as the
point of contact for, and cooperates
with, the relevant country’s regulatory
body.
“But,” added Grant, “a DPO can
go beyond these responsibilities,
substantial though they are, to become
a champion for data protection,
discussing where and how data is
processed, looking to the future,
addressing perceived risks that are yet
to come to the fore, and anticipating
new technologies that will have an
impact.”
“Look, for example, at something
like Amazon Go, its new ‘checkout-less’
store concept. In order for that to work,
Amazon is monitoring shoppers to an
extraordinary extent, gathering huge
amounts of data, and building this really
quite detailed picture of its customers.
“It will get to a point where Amazon
knows you are there, your shopping
habits and preferences, and start
serving you personalised ads depending
on your position in the store. We’re
getting used to seeing personalised
ads on the web, through cookies, but to
have them served in real life, as it were,
that’s going to be a surreal experience.
But that’s all possible with data.”

wjm.co.uk
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Choose the
carrot …
the stick
could hurt
The UK fought for
increased powers when
the GDPR was being
drawn up
BY WILLIAM PEAKIN
A factor which is concentrating the
minds of data protection officers is
the level of financial penalty that the
Information Commissioner’s Office
(ICO) can impose on companies and
organisations found to have committed a breach of the GDPR. There are
contrasting views on the likelihood that
the ICO will wield this power fully and
often, but the reaility is that it exists.
“The potential cost in pure financial
terms is mind-boggling,” said Stephen
Grant, a corporate solicitor with
Scottish law firm Wright, Johnston
& Mackenzie LLP. “We are talking
about figures that will make companies
sit up and pay attention.” Currently,
the maximum fine that the ICO can
impose is £500,000. Under the GDPR,
that increases to £20m, or 4% of a
company’s global annual turnover,
whichever is greater.
The implication of this change hit
home last year, when cybersecurity
firm NCC Group published the results
of its extrapolation of previous ICO
fines based on the powers it has under
the GDPR. The company said that the
total of fines imposed by the ICO in
2016 whould have rised from £880,500
to £69m if the GDPR was in force.
CURRENTLY, THE ICO can hand out

fines of up to £500,000 for contraventions of the Data Protection Act
1998 (DPA), including data breaches,
nuisance calls, and publication of
private data. Once the GDPR comes
into force on 25 May 2018 there will

GDPR
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As the world’s leading
technology firms
scramble to appoint a
DPO, the potential cost of
a data breach looms large

be a two tiered sanction regime – with
lesser incidents subject to a maximum
fine of either €10 million or 2% of an
organisation’s global turnover. More
significant contraventions will lead to
fines of €20 million or 4% of turnover,
whichever is greater.
NCC looked at ICO fines from 2015
and 2016. Using the current maximum penalty as a guide, it created a
model to determine what tier the fine
would fall into and what a maximum
post-GDPR fine would likely be. For
example, Talk Talk’s 2016 fine of
£400,000 for security failings that
allowed cyber attackers to access
customer data would rise significantly
to £59m under GDPR, it concluded.
HOWEVER, AS part of a series of

“myth-busting” blog posts, Information Commissioner Elizabeth Denham
said: “This law is not about fines.
It’s about putting the consumer and
citizen first. We can’t lose sight of that.
Focusing on big fines makes for great
headlines, but thinking that GDPR is
about crippling financial punishment
misses the point.
“It’s scaremongering to suggest
that we’ll be making early examples of
organisations for minor infringements
or that maximum fines will become
the norm,” she said. “The ICO’s commitment to guiding, advising and
educating organisations about how to
comply with the law will not change
under the GDPR. We have always
preferred the carrot to the stick.”
Denham said that the ICO’s Information Rights Strategy, a “blueprint”
for her five-year term in office,
confirmed that commitment and she
pointed to its record of issuing fines as
a last resort; in the year 2016/17, the
ICO concluded 17,300 cases, but only
16 of those resulted in fines for the
organisations involved.

“Predictions of massive fines
under the GDPR that simply scale up
penalties we’ve issued under the Data
Protection Act are nonsense,” wrote
Denham. “Don’t get me wrong, the
UK fought for increased powers when
the GDPR was being drawn up. Heavy
fines for serious breaches reflect just
how important personal data is in a
21st century world.
“But we intend to use those powers
proportionately and judiciously. And
while fines may be the sledgehammer
in our toolbox, we have access to lots
of other tools that are well-suited to
the task at hand and just as effective.
While these will not hit organisations
in the pocket – their reputations will
suffer a significant blow. And you can’t
insure against that.”
Wright, Johnston & Mackenzie’s
Stephen Grant said that the financial
cost of non-compliance was only part
of the picture: “Expect the ICO to do
much more ‘naming and shaming’.”
And he pointed out that mitigating
factors – such as proactive steps taken
by a company – would be taken into
account by the ICO. But he cautioned
that the financial impact of an ICO
decision would not necessarily be
limited to the fine it imposed: “Affected
individuals can also sue direct for compensation – both for actual damage or
loss they suffer, and also for distress
caused.”

JUST THE BEGINNING
While all eyes are on 25 May, the
GDPR’s impact is set to evolve over the
coming years, says Wright, Johnston
& Mackenzie’s Stephen Grant.
“The Article 29 Working Party,
which is made up of representatives
of the regulators from each member
state, provides independent advice
to the European Commission on
data protection,” he said. “Its aim has
been to harmonise and streamline
implemention.”
From the day of enforcement,
however, it becomes the European
Data Protection Board. Its membership
remains the same, but its influence
over data protection becomes
stronger. Previously, it issued non-

binding opinions but the new board
will have the legal power to make final
decisions on issues such as disputes
within the group, should regulators
from different countries disagree with
each other.
In a further indication that the
GDPR’s impact will evolve, Isabelle
Falque-Pierrotin, the working party’s
former chair and the newly appointed
president of France’s National
Commission for Informatics and
Liberties, the country’s data protection
authority, told France’s Les Echoes
newspaper on Sunday that 25 May will
not signal an immediate clampdown:
“We will continue to support companies
for several months,” she said.

A WAKE-UP CALL
A Belgian court has threatened
Facebook with a fine of up to 100m
euros if it continues to “break privacy
laws” by tracking people on thirdparty websites.
In a case brought by Belgium’s
privacy watchdog, the court also ruled
that the social network had to delete
all data it had gathered “illegally” on
Belgian citizens, including people who
were not Facebook users themselves.
Facebook said the technologies it used
were in line with industry standards

Wright, Johnston & Mackenzie LLP

and it gave users the right to opt
out of data collection on websites
and applications being used for
advertisements.
Wright, Johnston & Mackenzie’s
Stephen Grant said companies like
Facebook and Google, which will
also be hit be the GDPR’s ‘right to
be forgotten’ principle, face “huge
organisational change”. He said: “How
these companies deal with the GDPR
could shape future for the rest of
business.”

wjm.co.uk

CRANDEEN’S RANGE OF
SERVICES
Built on a foundation of companionship, to engage with others (professionals,
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additional services include:
General counselling; Befriending;
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cleaning; Shopping; Dog walking;
Arranging access to meals; Enabling
of cooking and serving; Assisting with
security; Assisting with small repairs;
Arranging repairs/maintenance; Cleaning;
Welfare checks; Advising and assisting
with domestic equipment; Assisting

social); Arranging adaptations; Budget
and debt management; Money advice
and benefit claim; Assisting with
relationships/ disputes; Resettlement
and move-on; Telecare health/systems;
Responding to alarms; Brokerage of
other support services.
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Finding
that elusive
creature, the
perfect DPO
Currently there is no
recognised certification
of expertise
BY DR RENA GERTZ
The data protection officer (DPO) is a
company or organisation’s go-to source
for implementing the General Data
Protection Regulation (GDPR) and for
data protection advice.
This means making sure all necessary
changes are made, all staff members
are properly trained in data protection
and, once the implementation process is
concluded, monitoring compliance with
the GDPR and other data protection
laws throughout the organisation. Also,
the DPO liaises between the Information Commissioner’s Office (ICO) and
the organisation and is the first point
of contact for all data subjects - both
within and outwith the organisation.
Faced with this new requirement
and the wide-ranging duties, how does
an organisation go about finding that
elusive creature, the perfect DPO?
THERE ARE several criteria that a
DPO must meet. The obvious one is
that a DPO must have expert knowledge of data protection law and practices. However self-evident this sounds,
it is difficult to ascertain at this stage,
as currently there is no recognised certification mechanism for full expertise.
Next, a DPO should have a good
understanding of the organisation’s
governance structure. This requires
buy-in from the management – ‘get

the Board on board’ – as the DPO will
need to have the backing of the board
to instigate the necessary changes.
Without endorsement and the necessary resources, this will be an uphill
struggle that is doomed to fail.
A DPO must also have a certain
level of independence and a degree of
protection against dismissal or other
sanctions on grounds relating to their
performance of their tasks. The DPO
must be able to make the decision
to notify the ICO of a major breach,
and the protection against disciplinary action or dismissal if the board
disagrees with the decision.
The DPO can be either directly
employed (‘internal DPO’) or have a
service contract (‘external DPO’) with
the organisation. He or she can have
other tasks within the organisation, so
long as there is no conflict of interest
with the DPO role. This means that the
DPO cannot make decisions as to the
purposes for processing personal data.

“The DPO will
need to have the
backing of the
board to instigate
the necessary
changes”

At the same time, DPOs cannot be the
Chief Information Security Officer, as
DPOs would be forced to investigate
their own department – most breaches
are caused by a security infringement.
If you are a small(ish) organisation
that still needs an experienced DPO,
but cost is a problem, then the possibility of an external, shared DPO exists.
This solution has advantages and
disadvantages.
THE ADVANTAGES are that an exter-

nal, shared DPO will have no political
or organisational baggage, will be able
to act in an unbiased manner without
fear for their job, will have no concern
over favouring certain departments
or individuals, may be listened to
with more respect than an employed
colleague, and, most importantly, will
incur lower costs.
The disadvantages are, however,
considerable. If a DPO is not part of
the organisation, then there is greater
difficulty with accessibility to data
subjects and all sharing parties, as
well as availability to resolve issues
raised by both data subjects and ICO.
Allocation of time and tasks will need
to be carefully considered. Moreover,
organisations will still need to employ

information practitioners to ‘do the
doing’ internally.
Also, a shared, external DPO will
have no intimate knowledge of the
workings of the individual organisations and how these may vary from
each other. Finally, a problem that will
need to be considered is what happens
if a breach occurs in two organisations
simultaneously. To make matters worse,
what happens if at that particular time,
the shared DPO is on annual leave or ill?
A DPO in a large organisation will
very likely face an immense amount of
work. One possible way to manage this
could be the creation a network of data
protection champions – one or two in
every department. These individuals
will receive additional training and
will then be able to conduct a triage
of questions and provide advice and
assistance with Data Protection Impact
Assessments. They will be able to
answer easy, business-as-usual questions and only complex questions will
require escalation to the DPO.
Finally, effective collaboration
throughout an organisation will be
crucial for any DPO.
Dr Rena Gertz is data protection officer
at Edinburgh University.

A DPO in a large organisation will
face an immense amount of work …
one way to manage this could be the
creation a network of data protection
champions

WHERE A DPO
IS NEEDED

The General Data Protection Regulation
(GDPR) was adopted on 27 April 2016
and will become enforceable in Member
States on 25 May One of the changes
this new legislation introduces is the
requirement for some organisations to
appoint a Data Protection Officer (DPO).
Article 37 of the GDPR and the Law
Enforcement Directive regulate when
this is the case - a DPO is needed where:
l The organisation is a public authority,
or
l The organisation’s work involves
regular and systematic monitoring of
individuals on a large scale, or
l The organisation’s work involves
processing large volumes of ‘Special
Categories of Data’ or information about
criminal convictions and offences.

Police Scotland fails to prepare, in places
Audit identifies
“considerable scope”
for improvement
BY WILLIAM PEAKIN
The perils of unpreparedness around
GDPR is revealed in the growing body
of reports on the audits and advisory
visits being carried out by the Information Commissioner’s Office (ICO).
One, on Police Scotland last autumn,
reveals how a major public authority
that deals with highly sensitive information is far from being ready.
Police Scotland agreed to a

“consensual audit” by the ICO of its
processing of personal data. The
force discussed the scope of the audit
with the ICO and arranged a series of
interviews. The audit focussed on the
security of personal data, including
technical and organisational measures in place, and on training and
awareness.
In its report, the ICO said that
the geographical spread of Police
Scotland, and the number of staff
employed, meant that its site visit was
limited in its ability to “gain assurance
across the organisation”. It added:
“The audit would have benefitted
from further access to key staff and
documents.”

Crucially, Police Scotland does not
have a force-wide information asset
register in place to ensure data is
identified, logged and “continually risk
assessed.” So-called information asset
owners have only been established
for some types of data held. Other
shortcomings identified were a lack
of data protection and information
security training for new employees,
and a failure to make sure training is
“fit for purpose”.
DATA PROTECTION and informa-

tion security training is not refreshed,
said the report, and “it is possible for
a member of staff to be employed
for over 25 years and not receive any

additional training in data protection
or information security following the
induction course.
It added: “[Police Scotland] does
not conduct training needs analysis
for staff responsible for processing
personal data which poses a risk that
staff groups have not received an
appropriate level of data protection
and information security training”.
The report did identify areas of
good practice. Police Scotland has
implemented a “vulnerability management system” to log new technical
vulnerability updates. It is using “hacking tools” to identify any additional
technical vulnerability. There is a “vulnerability assessment and penetration

testing” process to identify, test and
apply solutions to vulnerabilities.
It also has an internal audit programme in place which takes a riskbased approach. These include audits
for key systems and processes such as
transaction monitoring of the Police
National Database and the Driver
Validation Service database to ensure
compliance with their use.
The report concluded: “There is a
limited level of assurance that processes and procedures are in place and
delivering data protection compliance.
The audit has identified considerable
scope for improvement in existing
arrangements to reduce the risk of
non-compliance”.
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Look on the
bright side
Businesses and
organisations
should not overlook
opportunities the
GDPR offers

data is replicated in several repositories across the organisation. Applying
the data minimisation requirements
of the GDPR encourages businesses
to consolidate information into a
single source and this can significantly
reduce data storage costs.

BY JOANNA BOAG-THOMSON

CYBER SECURITY AND
OUTSOURCING

With just over three months left to
prepare for the new General Data Protection Regulation coming into force
on 25 May 2018, many businesses view
GDPR as a four letter word. Driven by
the ‘stick’ of significant fines and reputational risk, many businesses have
adopted a GDPR plan to address compliance in time for the new regulation
– but what many businesses overlook
is the ‘carrot’ of the GDPR and some
of the opportunities it offers.
REDUCED DATA STORAGE COSTS

Carrying out a data mapping and data
flow analysis allows companies to
improve their understanding of their
data. During an exercise of this nature
many businesses find that personal

Compliance with the GDPR’s requirements to put in place appropriate
“technological” and “organisational”
measures to ensure data security is
an opportunity to address the everincreasing threat of data security
breaches. TalkTalk is an example of
a company whose business has been
significantly impacted by two different types of security breaches – one
technological (a cyber-attack) and the
other organisational (individuals at its
IT services company in India unlawfully accessed the details of customers). As well as incurring an initial fine
of £400,000 in 2016 and a further
£100,000 fine in 2017, the impact of
data security breaches on TalkTalk’s
reputation has been devastating.
GDPR compliance projects provide
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“Adopting
a positive
approach
will improve
customer
engagement,
trust, and
satisfaction”
Joanna Boag-Thomson

an ideal opportunity for businesses to
review their cyber security measures
(the technological measures referred
to in the GDPR) and put in place processes and procedures (organisational
measures under GDPR) to reduce the
likelihood of breaches due to human
error – according to market research
more than half of data breaches arise
from employees’ careless behaviour.
Outsourced processing is another
area of risk and the GDPR mandates
the use of contracts with outsourced
data processors and stipulates a
number of requirements that must
be placed on processors via contracts.
As data controllers, businesses will
therefore be in a position to place clear

obligations (including rights to audit)
on processors.
EFFECTIVE MARKETING

One of the outcomes of a GDPR data
audit is a clear picture of personal data,
particularly as it relates to customers
and prospects. By properly cleansing marketing databases, businesses
have a golden opportunity to get rid of
out-of-date and inaccurate data and to
engage with customers who are genuinely interested in their brands and
products. Consumers are increasingly
aware of the value of their personal
data to businesses and clear privacy
policies will enhance customers’ confidence to share more of their personal

data. Proper engagement under GDPR
can often lead to an initial dramatic
loss of data from a marketing database,
however, a smaller but more engaged
list of individuals who are truly interested provides a strong customer base
upon which to build brand loyalty.
Yes, there are time and cost implications to getting ready for the impact
of the GDPR, but adopting a positive
approach to GDPR compliance and
to using personal data effectively will
reduce risks and create an opportunity
to improve customer engagement,
trust, and satisfaction.
Joanna Boag-Thomson is a Partner at
Shepherd and Wedderburn LLP.
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LAW CENTRED
AROUND YOU

Wright, Johnston & Mackenzie LLP is a full-service, independent Scottish
law ﬁrm, with a history stretching back over 160 years.

GDPR ARE YOU READY?
The General Data Protection Regulation (GDPR) will be enforced
from 25 May, 2018.
UK organisations that process the personal data of EU residents
have only a short time to ensure that they are compliant with the
new data protection regulations. The introduction of huge ﬁnes for
breaching the GDPR is intended to focus businesses on compliance.
Wright, Johnston & Mackenzie has the expertise to help your
company be ready in time for the changes imposed by the GDPR.

WE CAN HELP WITH:
•

GDPR Compliance and Guidance

•

GDPR transition services

•

Policy drafting and updating

•

Data Audits

•

Data Mapping

•

Staﬀ Awareness Training

•

Data Protection Oﬃcer
(DPO) services

•

Subject Access Request guidance
and documentation

•

Incident Management Assistance

MAKE SURE YOU ARE READY FOR THE CHANGE
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